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Information Technology and Its Applications in Business

6.4 INTERNET PROTOCOL ADDRESS

When you have to send a letter to your frien_d, you always rpenﬁgn_ t-,hg re;

your friend so that it can reach her. This residence add{ess. Is unique. If

your friend, you need to dial her telephone number, which is again unique,

. have to send a message over the Internet, you need some addressing mec
message can reach the correct destination.

Internet protocol address or IP address is, therefore, a unique address all

ing devices such as computers, routers, printers, scanners, modems, s

and so on that are connected with the Internet. This address facilitates uni

of devices for communication to take place.

Features

The following are the features of IP address:
° An IP address is divided into four parts where each part is separated from the of
using a dot.

Each part of the address contains a number ranging from 0-255.
For example, 79.121.10.190 is a valid IP address.

Without IP addresses, sending and receiving data over the Internet would b

'

6.4.1 Types of IP Addresses

There are two categories of IP addresses—static or dynamic and public or p

Static and dynamic Internet protocol addresses As the name suggests, stat
never change and dynamic IP addresses keep changing dynamically when:
on to the network. Many a time, dynamic IP addresses are issued using a I
Therefore, the allocated TP address remains valid for a limited time. When the
the computer automatically requests a new lease. Similarly, when there

;_ » request for another IP address is sent to the ISP automatically.

of requesting [p addresses is automated and is therefore hidden from the
shows the diff;

- erences between static and dynamic IP addresses.
Table 6.2 Differences

Static IP address

between static and dynamic IP address

Dynamic IP address



fmai servers and other web servers must have a
sutic IP address.

kfg-preferable for applications such as voice over
[Ponline gaming, and other applications that need
1o locate and connect to a particular computer
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Itis less safe and requires extra security
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IP address.

In striking contr
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Dynamic IP add ress

It can
e msuPpo"t a large number of users who do
quire the same IP address always.

It is allo
tted to devices usi
using a dial-up connection
0 connect to the Internet. ;

It is not suitable for servers.

It is preferable for applications that work fine with
temporary and one-time IP addresses.

It is safe to use.

‘Dynamic IP address is allotted by the ISP server.

This allocation is transparent from the user.

resses Certain computers such as web serv-
que global IP address that is registered with
d address conflicts. This address is publically
fore, such an IP address is called public

dresses, private 1P addresses are allocated to
These devices are on the network but need to
n. For example, a network printer is
from rest of the world are not able to

use which organizations can use to allot

hi pumber. You may be having sev-

do not FYPest not possible- Therefore, you save all
g phonebook. To connect with your

for his name in the phone-
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www.google.com. Then where is the IP a-ddress and how are we ab}e
The answer to this question is the domain name sy'stem (DNS). S m
l,i : service, the Internet has a corresponding DNS service that translates doy
| addresses (for example, www. google.com into 74.125.224.72). This me;
we use the Internet, we always use the DNS.

The DNS system works as a network of DNS servers. As maintaining ¢
of all the computers on the Internet along with their names and IP address
tical, the DNS distributes the responsibility of storing domain names and the
ing IP addresses to authoritative name servers. These name servers are re:
domain they support. The authoritative name servers may even delegate aut]
sub-domain servers. Besides providing speedy mapping, this authority dele
ensures distributed and fault-tolerant service to Internet users.

In such a networked DNS environment, if one DNS server does not know
of a particular domain name, it asks another server for the same. The proce
until a proper match between IP address and domain name is found. This ¢
in Figure 6.3.

3

“That’s in my cache!
It maps to this IP
address 70.42.251.42"

“Thanks for the

2 \
directions! Now to find
lots of great information!”

2 e |
“The domain name |
www. howstuffworks.ct

u : is not in my date |
| need directions to cache. rl?lrtry' another
'http:ffwww.howstuffworks.com" DNS server” |

Figure 6.3 Working of DNS

hat [ addresses are assigned statica
nhn } r ' e y




The Internet

Some commonly used domajng are 3
gov Government agencieg

s follows:

edu Educational institutiong
org Non-profit organizationg
mil Military

com Commercial businesg

net Network organizations ;
int International organizations '

Some country domains are as follows:

ca Canada

th Thailand

fr France

jp Japan

in India

us Unites States of America

uk United Kingdom |
Other domain names include .museum (for museums), .info (informational websites), .name _
(personal websites), .pro (for professionals), .aero (for aeronautical (_:ompanies),‘.copps (for
co-operative organizations), .jobs (for job posting), .mobl (for mobile communication net-

works), etc .

o i i surname comes on the right and our spe-

Like our full names in which the general name of _ _ .

cific namt;l c?n]lles on the left, domain names are also organized f;on} rlt%htéo left, with general
: ' in the domain name www.

Gomains to the right, and specific qomalns toet;l:h]igl;:;:; 2::;2 t:i,ot. Here, .com is a general

o o arc s domaih DEelis b-domain prefix for the World Wide Web.

: www isasu
domain and google i a sub-domain, and

E
b UNIFORM RESOURCE LOCATOR OR UNIVERSAL RESOURC

OCATOR unique address for a file that is accessible

| the h u
. specifies par, For example, when you type
A uniform resource locator e e user e add;eislong sequence of characters in the i .1
5 the Internet, we need to '

on the Internet. It is provided bY or ke ;
WWw.google.com, after pressing the En cess any page ©

C
| . means that 108 :
address bar, This is the URL. Th'S ™ web page, an audio file, video file,
fubed i, .xml, etc.

Provide its URL. 10 access ¢4 wif (SR
The file on the Internet that W Wa“; s avi, P8 Jbmp, -8

: 9 hp: i
or im i ons -htm, P>
age with extens! g follows: in_name/pﬂ‘h

is a
The Synta)( fOI' a UR—L 1 P[‘Otocol:ﬂd be used to access the ﬁle resource.
© the protocd! 10 00 s, maito, tc. This field
eo0 : tel El, i '

. m
f"jgonnnonly used protocols B8
Pecifies how to connect:
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Domain name identifies the name of the website. This means that t
tifies where to connect. b e
tlﬁPath is a hierarchical description that indicates the location of the
'web. server what to connect. ,

For example, when we just write http://www.google.com, http is the

google.com is the domain name, and by default, the home page which is
i is displayed to the user. Refer to Figure 6.4 which shows another samp

http://www.davescomputertips.com/Newsletters/200:
Protocol —— ]

World wide web

Domain name

Top level domain

Folder

File name

File extension

Figure 6.4 Uniform resource locator

If we provide the URL as, http://www.example.conﬂStudenthBC.TXI’;"
to fetch the file AB.TXT from Student directory stored in the computer on’
site www.example.com is hosted.

There are basically two types of URLs as shown in Figure 6.5. While
specifies the complete URL containing all three fields (protocol, domain,
URLs, on the other hand, contain only the one field which is the domain name

Many a time, you must have observed a complex URL as the one given i

& when you log in to your email account or search for a string on google. -

http://www.google.com/cgi-bin/search.cgi?q=computer%20!

Although it seems complex, it is actually very simple to interpret. In

3261 the protocol, www.google.com is the domain, and search.cgi is a file in ¢
tory. Anything following the question mark (?) in a URL is a pair of

z:;ie(s) In the URL, gq=computer%20fundamentals means that q is
o puter’20fundamentals is the value of q. Since blank spaces are not

< space has been written as %20. Spaces can also be written 2

Y, the USET 1s trying to search computer fundamentals on Goo;

=" values are sent by the user’s computer to Google’s server.

I display the result on the user’s screen. Similarly, wk




10&:1&).00010000. 11111110 . 00000001

I\]_|

|
Thirty-two bits (4 * 8), or 4 bytes and TPV6 a

backbone of data communication over computer networks

6.7.1 Internet Protocol

The term. Dl‘OtOCOl’_ means a set of rules that must be followed to facilitate communication
MRong diverse dev1C§S on the Internet. Internet protocol (IP) is basically a standard net-
working sqftware which is pre-installed in your computer to enable you to interact with any
computer in any country irrespective of the device and its manufacturer. This means that the
same IP software is installed in a laptop, desktop, printer, or any other device that needs to
be connected with the Internet.

In order to transfer data over the Internet, all devices use the TCP/IP technology. This
technology, in turn, comprises various protocols such as TCP, IP, FTP, simple mail transfer
protocol (SMTP), and so on. You may think of TCP/IP technology as a team of robot sol-
diers who are supposed to receive, handle, and transfer the data to the correct destination
device.

Currently, two versions of IP are being used—IPv4 and IPv6 where v stands for version.
IP version 4 Currently, [Pv4 is being widely used by most n,::tyvork df?ViCBS. It is a 32-bit
number (in binary) and can support a maximum of 2% or 4.3 bllll.()l:l deV}ces on the Internet.
Addresses in IPv4 consist of 32 binary bits. The 32 bits are divided into four groups of

ioht bits where each group is separated by a dot. For example, 216.27.61.137 is an IP
T e - : - on for better readability and understandability. The same
address written in decimal nOta"o% ‘' 00.000110111.00111101.10001001
address, when written in binary, can be givenas 11011000 i ; :

' I ample of an IP address using IPv4. |
Flgxfhb.ﬁ 1}11 lll_Stmr S:zs ;};ogsﬁgn wlzth version 4 is that as more and more devices are being
ough si ’

ing exhausted.
' car, [Pv4 addresses are getting ¢
T IP version 6 The newer version of IP is IPv6 and is slowly

AN IPv4 address (dotted-decimal notation) replacing [Pv4. IPV6 is not more advanced than IPv4 but

features. Since an address in version 6 is

172 . 1 6 N 254 . 1 ?gsg_rs;?iol;c; it can support 2'** devices on the Internet

,L roximately, 340, 282, 366, 920, 938, 463, 463, 374,

or aPI;SI 768, 211, 456 devices. Due to their large size,
607, ddre,SS in ’I Pv6 is specified in hexadecimal separated
the a r example, 1124:1:0:C:0:42:0:512C is a

ified i ion 6. Presently, [Pv4
Vo 1 addressispecified HRRREERONS StiSSCH,
valid IP a ddresses exist but soon IPv6 will take over

version 4.
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