Webinar - ‘Ethics and privacy in digital age’
Organised by - Cyber hygiene cell in collaboration with IQAC, Asutosh College

Write up: The webinar was held on 9" January, 2023 and was conducted by the convenors
of the committee. Smt Arundhati Ganguly hosted the webinar and the welcome address was
given by Dr. Manas Kabi, Bursar of Asutosh College highlighting the responsibility and
significance of the committee. Dr. Debastuti Dasgupta delivered the webinar lecture on
‘“Ethics and privacy in digital age’ emphasising the opportunities, problems, challenges of
ever-evolving cyber world and the significance of cyber security, awareness to prevent
cybercrime, and therefore the meaning of ethics and privacy in digital age is need to be
understand by the students, staffs of the college. The members of the committee participated
in the webinar and the vote of thanks was given by Dr. Poulami Khan.

Youtube link: https://www.youtube.com/live/Y-otKkICDZo?feature=share
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Invasion of Privacy

Invasion of privacy is a legal concept dealing with intrusion info an individual's private life. | is a tort that allows
the person whose privacy was invaded 10 file a lawsult against the person Intruding upon his or her privacy. Laws
governing the right 1o privacy do not treat all people the same, however, as public figures, such as politicians, are
commonly not afforded the same rights of privacy as laypeople

Facebook invades privacy

Instagram’s New Privacy policies released in Decamber 2020 are insane. Instagram continues its invasion of
privacy by recording and storing everything your camera sees (at all imes) and much more. One of the most
disturbing of the new policies -~ getting even Madonna to boycoft instagram’s new policies — is that
ANYTHING you search, downioad, or store on your phone s recorded and soid 10 data mining companios

friend they can follow you to access
anything you post publicly so that was

A-_ sutosh College ‘N
N 92. Shyamaprasad Mukheriee Road Kolkata. West Bengal, Indwa PIN - 700 026 &




Data leakage example (2022)

Wrong recipient: It happened to the Dutch municipality Assen, when an employee had sent a file
containing 530 persons’ personal data 10 the wrong emall address. Simple mistake kke auto-fill led 1o
major consequences

Unsafe Servers: As early as January 2022 has an unsecured server resulted in the exposure of 3
terabyte of data including alrport employee records. Among the data were |D card photos
personally identifiable information and national 1D numbers... That's exactly the information cyber
criminals noed for identity fraud

Weak Password: Create strong passwords, $0 you make it more difficult for malicious parties to gain
access 1o your information. But that's not all: changing that password regularly Is even more
effective.

Lack of right encryption: According to an audit done in early 2022, NASA employees were
sending unencrypted emall containing SBU data, personally identifiable information, and
International Traffic in Arms Roqulltiom dnu lny of vmnch could expon the Agency to a risk
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